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"JUST MY LUCK" - WHAT TO
DO IF YOU GET HACKED
Even the most careful user can fall victim to a
cyber attack. Steven Rowland, I-HACK's
Cybersecurity Administrator, shares the first steps
to take if you are hacked:

While there are numerous types of cyberattacks,
two of the most common are social media account
compromises and ransomware attacks. 

If your social media account is hacked: 
1) Reset your password ASAP!
2) Remove any third-party access on your account.
3) Ensure that your associated email addresses are
secure, and reset your email password.
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Use a strong password with a mix of uppercase
and lowercase letters and symbols. Don't
include personal information like your pet's
name or birthday. 
Use a unique password for each site.
Use two-factor authentication with your email
and cellphone, or use an authenticator app.
Use a password manager such as LastPass or
KeePassXC. Use your most secure password
for the password manager!

Here are some tips to prevent social media
accounts from being compromised:

If you fall victim to a ransomware attack:

1) Unplug your device from the network to isolate
the machine and prevent the attacker from
downloading your data to their server. 
2) Turn off your device as soon as you can.
3) Try to identify what kind of ransomware is
affecting your system to see if there are
workarounds for accessing your data.
4) If your work/school computer is attacked, reset
any of your associated local network passwords.
5) Do not pay the ransom! In most cases, your files
will not be decrypted. You could pay the ransom
and still not have your files back. Paying the
ransom can mark you as a repeat target for future
attacks. 

To keep your data secure, keep backups that are
not on a single device. If you want to know if your
data is secure, ask yourself these questions:
1) If I lost my computer, would I still have access
to my data?
2) If my online account were compromised, would
I still have the data hosted in that account?
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Dr. Matovu is an Assistant Professor
of Cybersecurity at Gannon and
specializes in securing mobile and
wearable devices, biometric
authentication, ethical hacking, and
machine learning. 

Watch Dr. Matovu's Gannon bio to
learn more about how his research  is
leading device security into the future. 

I-HACK VIRTUAL TOUR

Gannon students who complete CIS 290
(Introduction to Networks) are eligible to
receive an Extreme Networks
certification. Congratulations to the 44
students who completed the course
requirements in Fall 2021!

Extreme Networks is an I-HACK partner and is the
industry's first cloud-driven, end-to-end enterprise
networking company.
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